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Overview

Information Risk
Management & Assessment

Every organisation generates, collects and processes Information on a huge scale,
whether intellectual property, customer or business information this is both valuable
to your business but also to cyber criminals, the way in which you collect, process

and secure data is absolutely vital.

Information Risk Management is just one
element of a wider Enterprise Risk Management
programme and coordinates activities to direct
and control your business in regard to Information
Risk Management (IRM), IRM is the identification,
assessment, and prioritisation of risks in
accordance with globally recognised standards of
good practice (such as 1ISO31000 and 1SO27005)
the application of controls to minimise the risks to
an acceptable level and adequate documentation
to allow for effective governance and oversight.

An effective Information Risk Management
programme will ensure your business has an
improved view of your information assets along
with their value and the degree to which they are

protected, you will generally notice an overall
reduction of risk as an organisation which can
also equate to a financial benefit if co-ordinated
with insurers for assets that your business shares
as part of a cyber insurance programme and you
are generally able to respond more quickly to
disruptive events and minimise the impact and
loss when they do.

Probably the most effective benefit of an
information risk management programme is that
your business will be able to claim a commercial
advantage over those competitors that do not
follow an information risk management strategy.
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Our approach

In order to conduct an effective risk management delivery Capita will:-

+ Clarify scope of the programme, agree
deliverables and timeline

+ Gather existing corporate policies and risk
management information

* Understand, document and assess current
processes undertaken by your business,
identifying the information collected, how it is
stored and disposed of when no longer of use

+ Identify and qualify the inherent risk
for activities
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Consulting Approach

How we work with you

+ Provide advice on the most appropriate form
of risk treatment for the risks identified

+ Identify suitable controls and provide advice
on the most effective deployment path

« Formally document the acceptance of
residual risk levels involving full stakeholder
consultation through briefings, meetings and
workshops (as required)
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All steps in the process are fully supported and professionally serviced

For more information please contact:

Jim Fox cism, MBCS, MSyl
James.fox2@capita.com
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